MynsununanbHoe 6r0DKeTHOE 00Ie00pa3oBaTeNbHOE YIPEKICHHE
cpenssis obmeoOpa3oBaTenbHas mKojia Ne3
bapabunckoro paitona HoBocubupckoit o6macta

[TpuHSATO Ha 3aceqaHuH IE/.COBETA
IIporoxom Nell ot 29.08.2019

Iosro:xenne 06 mHpOPMANMOHHOI §€30MACHOCTH.

1. O0mue moI0KeHHuu

1.1. Undopmanuorsas 6€301acHOCTD SBISIETCS OJHHM M3 COCTABHBIX
SIIEMEHTOB KOMILIEKCHOH 6e30macHoCTH

1.2. JlarHOE NOIOXKEHHE pa3pabOTaHO B COOTBETCTBUH ¢ TpymoBBIM KoseKcoM PD
ot 30.12.2001 Ne 197-®3 (c u3m. u gom.). enepansabM 3aKkoH0oM 0T 29.12.2010
Ne 4369-@3 9 pen. Ot 01.05.2019) "O 3amuTe meteit ot uHGOpMAIHH,
NPUYMHSIONEH BPE/l UX 3I0POBBIO U pPa3BUTHIO" ( ¢ M3MEHEHUSIMH H
JIOTIOTHEHMSIMH, BCTYIUBIIUM B cuiy ¢ 29.10.2019r.),denepaibHbIM 3aKOHOM OT
27.07.2006 Ne 152-®3 "O mepcoHaIBHBIX JAHHIX .

1-CornacoBanue ¢ yKa3aHHBIMU OpraHAMH IPOBOIMTCS B COOTBETCTBHHE C CHCTEMOM
JIOKaJIbHBIX HOPMaTUBHBIX aKTOB, IPUHSATOM B OpraHU3aIliH.

2-ITopsIoK yTBEPKACHUS JJOKAIBHOTO HOPMAaTHBHOT'O aKTa (IOJDKHOCTHBIM JIUIIOM HIIH
pacnopsIUTENbHBIM aKTOM) BEIOHpAETCsl OpraHu3anuel cCaMOCTOSATEBHO B COOTBETCTBHH C
IIPHHATON HHCTPYKIMEH 1O AETOIPOU3BOICTBA.



. Mo naopManmoHHON 0€30MaCHOCTBIO LIKOJIBI CJIEAYET OHUMAaTh COCTOSIHUE 3allUIICHHOCTH
UH(POPMALIMOHHBIX PECYPCOB, TEXHOJIOTHI UX (POPMHUPOBAHHUS U MCIIOJIB30BAHMUS, a TAKXKE MPAB CyOBEKTOB
UH(POPMALIMOHHOM eI TETHHOCTH.

Cucrema nHpopMamoHHOMN 06€30M1aCHOCTH HAIpaBiieHa Ha MPEAYNPEKACHUE YTPO3, UX
CBOEBPEMEHHOE BBISIBIICHUE, OOHAPY>KEHUE, TOKAIU3AIHIO U JTUKBUIAIHUIO.

1.4. K obwexram nH(pOpMAIIMOHHON 0€30MaCHOCTH B IIKOJIE OTHOCSTCS:

. .MH(OpMaLIMOHHBIE PECYPCHI, CoIepKalue KOHPUACHIINAIbHYI0 HH(OpMaLIHIO,
MPEJICTABICHHYIO B BUJIE IOKYMEHTUPOBAHHBIX HH()OPMAIIMOHHBIX MAaCCUBOB U 0a3 TaHHBIX;

. UH(OPMaILIKIO, 3aIIKUTa KOTOPOU MPEeAyCMOTpeHa 3aKOHOIaTEIbHBIMU aKTaMu PO. B T. 4.
IIEPCOHAJILHBIE TaHHBIE:

. CpeACTBa U CUCTEMbl HH(OPMATU3ALUU — CPE/ICTBA BBIUMCIUTEILHOW U OpraHU3allMOHHON
TEeXHUKH, JIOKAIbHOM ceTH, OOLIECUCTEMHOE U TPUKIAJHOE IpOrpaMMHOE obOeclieueHue,
aBTOMATH3UPOBAHHbIE CUCTEMbI YIpaBI€HHUS PaOOYMMM MECTaMM, CHCTEMbl CBSI3U M Ilepeiadu
JTAHHBIX, TEXHUYECKHE CpeicTBa cOOpa, perucTpauuu, nepeaayd, oOpabOTKU M OTOOpaskeHHs
uH(pOopMaLUH.

1.5. Cucrema nnpopmannonHoi 6e3omacHoctu (nanee - CUB) momkHa 00s3aTenbHO
o0ecreunBarh:

. KOH(UICHIIMATLHOCTD (3alIUTy HHPOPMAITUU OT HECAHKIIHOHUPOBAHHOTO PACKPBITHS HUITH
IepexBara):

. [EJIOCTHOCTH (TOYHOCTH M MOJTHOTY HH(GOPMALIUK U KOMIIBIOTEPHBIX TPOrpaMM);

. JIOCTYITHOCTH (BO3MOXHOCTH MOJy4EHHUS IMOJIB30BATEIIMA HHPOPMAILIUU B IPEIETaX UX
KOMITETCHIIHH).

1.6 Obecneuenre nHGOPMaLIMOHHON OE30MaCHOCTH OCYIIECTBIISETCS MO CIIEIYIOIINM
HaIpaBJICHUAM:

. IIPaBOBas 3alllUTa - 3TO CIIEUAIbHbBIE 3aKOHBL, APYyTrue HOPMATUBHbBIE aKThl, IPaBUIIA,
poLeAypbl U MEPONPUATHS, 00ECIIEUNBAIOIINE 3aIUTY HHPOPMAIIMU HA IPAaBOBON OCHOBE:!

. OpraHU3aIMOHHA 3aIIUTa - 3TO PerJIaMeHTAIUsl TPOU3BOACTBEHHOM NEATEILHOCTH U
B3aMMOOTHOIIEHUI UCITOJIHUTENIEH Ha HOPMAaTUBHO-TTPABOBOM OCHOBE, MCKIIFOYAIOIIAS WJIU
ocCJIa0JIsIoNIas HAHECEHUE KaKoro-Iuoo yiepoa:

. WH)XEHEPHO-TEXHUYECKAs 3aIUTa - 3TO UCIIOIH30BAHNUE PA3TUIHBIX TEXHUUYECKUX
CPEJICTB, MPENATCTBYIOMNUX HAHECEHHUTO yiepoa.

2.IIpaBoBble HOpMBI o0ecniedeHrs] HHGOPMALIMOHHOM 0€30NACHOCTH

2.1. lllkona uMeeT MpaBo ONPEAEIATh COCTaB, 00BEM U MOPSI0K 3aIIUTHI CBEACHUI
KOH(PHICHIIMAIBHOTO XapaKTepa, MePCOHATBHBIX JAHHBIX 00YJArOIINXCsI, PAOOTHHKOB IIIKOJIBI, TPeOOBAThH
OT CBOUX COTPYJHHKOB 00ECTICUCHHSI COXPAHHOCTH M 3aIUTHI THUX CBEICHUI OT BHEIIHUX U BHYTPEHHUX
yIpos3.

2.2. IlIxona o6s3aHa 0GeCcTIEYUTh COXPAHHOCTh KOH(UACHIIMATBEHOW HHPOPMALIUH.

2.3.  AIMUHHCTpanus IIKOJBI:

Ha3HAyYyaeT OTBETCTBEHHOT'O 3a obecneueHne nH(popMalMoHHON 0€301MacHOCTH;



M3/1a€T HOPMATUBHBIE U PACIIOPSIAUTENIbHBIEC JOKYMEHTBI, OMPEIEISIONINE MOPSII0K
BBIJICTICHUSI CBEJICHUH KOH(PUICHIIMATHLHOTO XapaKTepa U MEXaHU3MbI UX 3aIlUTHI,

UMeeT MPaBo BKJIKYATh TpeOOBaHUS M0 o0ecredeHnI0 HHPOPMAIIMOHHOM 6€3011aCHOCTH B
KOJUJIEKTUBHBIN JI0TOBOD;

UMEET MPaBO BKJIIOYATh TPeOOBaHUS MO 3alUTe HH(OPMALIUY B JJOTOBOPHI IO BCEM BUIaM
JesATEeIbHOCTH;

pa3palaThIBaeT NepeueHb CBEACHUM KOH(DUIESHIINATLHOTO XapaKTepa;

UMEEeT MpaBo TPeOOBAThH 3aLIUTHl HHTEPECOB IIKOJIBI CO CTOPOHBI TOCYIapCTBEHHBIX U
CyJIeOHBIX MHCTAHIHUI.

2.4. OpranuzanoHHble U (YHKIIMOHATIbHBIE JOKYMEHTHI 0 00ecredeHI0 NHPOPMAITMOHHOM

0€30MacHOCTH:

MPHUKA3 JUPEKTOPA IIKOJIBI O HA3HAYEHUU OTBETCTBEHHOTO 32 00ECTICUeHUE
nH(pOpMaIMOHHOM 0€301MacCHOCTH;

JOJKHOCTHBIC 00S13aHHOCTH OTBETCTBEHHOTO 32 00ecreueHre nH(PpOpMAIMOHHOM
0€30I1aCHOCTH;

nepeyeHb 3alMIaeMbIX HTHPOPMAIMOHHBIX PECYPCOB U 0a3 TaHHBIX;

WHCTPYKIIHUS, OTMPEENSAIONas MOPsI0K MPe0CTaBICHUs HH(OPMAIIUU CTOPOHHUM
OpraHM3aIMAM 10 UX 3apocaM, a TAKXKe I0 MpaBaM JA0CTYIa K Hel COTPYTHUKOB IIKOJIBI U JP.

2.5.0pSAA0K JIOIYCKa COTPYTHUKOB IIKOJIBI K MH()OPMAIIUH MTPETyCMAaTPUBALT:

MpUHATHE PAOOTHUKOM 00513aTE€IHLCTB O HEPA3TJIALIEHUU JOBEPEHHBIX €My CBEICHUM
KOH(HUICHIIMAILHOTO XapaKTepa;

03HaKOMJIEHHE paOOTHHUKA C HOpMaMH 3aKoHoaaTrenbcTBa PO u mikoss 06
nH(OPMAITMOHHOK 0€30MTaCHOCTH U OTBETCTBEHHOCTH 32 pa3riialieHre HHPOPMAITUU KOHPUICHIINATHHOTO
XapakTepa;

WHCTPYKTaX pabOTHUKA CICIIHAIIMCTOM O HH(POPMAIIMOHHOW 0€30TTaCHOCTH;

KOHTPOJIb paOOTHHKA OTBETCTBEHHBIM 32 HHPOPMAIIMOHHYIO 0€30MacHOCTh MpH paboTe ¢
uH(popMaluel KOHPUACHINAIbHOIO XapakTepa.

3. Meponpusitus no odecneyeHn0 HH(GOPMALMOHHOM 0€30NACHOCTH

Jns obecriedennst ”HPOPMALIMOHHONW 6€30IaCHOCTH B IIKOJIE TpeOyeTcs MPOBEIEHUE CIEAYIOINX

HepBOOYEPETHBIX MEPOIIPUATHI:

3alUTa UHTEJUIEKTYaJIbHONH COOCTBEHHOCTH LIKOJIBI;

3alIUTa KOMITBIOTEPOB, JOKAJIbHBIX CETell W CEeTH MOJKIIYEHHUs K CUCTeME
HNHurepHera;

OpraHu3alys 3aluThl KOHQUIEeHINANbHOW HHPOPMALINY, B T. Y. IEPCOHATIBHBIX TaHHBIX
pa6OTHI/IKOB 1 00yYaIOLIUXCsl IIKOJBI;

y4eT BceX HocuTenel KOH(pUIeHIMaIbHOH HH(OpMAaLIHH.

4, Opraﬂmamm paﬁoTbI C I/lHq)OpMaIII/IOHHLIMI/I pecypcaMu U TEXHOJIOIUSIMUA

4.1. Cucrema OopraHu3aluun ACJIOMPOU3BOACTBA:

yueT BCell TOKYMEHTAIIMH [IKOJIBI, B T. 4. M HA AJIEKTPOHHBIX HOCUTEISX, C KIacCUpHUKaIuei
o chepe mpuMEHEHUsI, 1aTe, COACPIKAHUIO;

perucTpanus U y4er BceX BXOASIIUX (MCXOSIIUX ) TOKYMEHTOB IIKOJIBI B CIIEIHATEHOM
KypHasie nH(GOpMaIlKU O JaTe MoJydeHus (OTIpaBJIeHNs) JOKYMEHTa, OTKY/1a OCTYIHWII WX KyAa
OTIIpaBIieH, Kiaccuukanus (MUCbMO, IPUKa3, paCoOpsLKEHHE U T. 11.);

perucTpanus JOKyMEHTOB, C KOTOPBIX JeNIal0TCs KOIUH, B CIIEMaIbHOM KypHaJe (J1aTa
KOIIMPOBAaHUs, KOJIMYECTBO KOIUH, ISl KOTO MJIM C KAKOW LIEIbI0 IPOM3BOAUTCS KOIIMPOBAHUE);

0COOBII PeKUM YHHUUTONKEHUS JOKYMEHTOB.



4.2. B x07€ UCIIOJIb30BAaHMUs, IIEpEIaut, KOIMPOBAHUS U UCIIOJIHEHUS JOKYMEHTOB TAaKXKe
HE00X0UMO coOIII0IaTh ONPEICTICHHbIEC IIPABUIIA:

4.2.1. Bce 1OKyMEHTBI, HE3aBUCHMO OT rpua, mepearoTcsi HCIIOTHUTEIIO IO POCIHCH B XKypHae
yueTa JJI0KyMEHTOB.

4.2.2. JlokyMeHTBI, Aena u u3aanus ¢ rpudom "l ciryxedHoro monp3oBanus" ("OrpaHHYeHHOTO
NOJIb30BaHUA") JOJDKHBI XPAHUTHCS B CIYKEOHBIX MOMEIICHHUSIX B HAJISKHO 3alIMPAEMBIX H
ornevarbiBaeMbIX 1kadax. [Ipu 3ToM 10KHBI OBITE CO3/IaHbl YCIIOBUS, 00eCIIeunBaroIIne UX (U3NYECKYIO
COXPaHHOCTb.

4.2.3. Beigannsie s paOOThI Aea U JOKyMeHTHI ¢ rpudom "Jlist cnyxeGHOro moias3oBanus"”
("Orpann4eHHOr0 NOJB30BaHuUsA") OJJIEKAT BO3BPATY B KAHLIESPUIO B TOT JKE€ JACHb.

4.2.4. Ilepenaya TOKYMEHTOB UCTIOJHUTENIO IPOU3BOJAUTCS TOJIBKO Yepe3 OTBETCTBEHHOTO 32
OpraHM3aIHIo JAEJIONPOU3BO/ICTBA.

4.2.5. 3anperniaercsi BRIHOCUTh JOKYMEHTHI ¢ rprudom "J{7s ciry:ke0HOro Moap30BaHus" 3a MPeaebl
IIKOJIBI.

4.2.6. IIpn cMeHe paOOTHHUKOB, OTBETCTBEHHBIX 3a YUET U XpaHEHUE IOKYMEHTOB, /1€ U U3IaHuH,
COCTABJISICTCSI 110 MPOU3BOJIBHOM (popMe aKkT nmpreMa-Trepeiad JOKYMEHTOB.

4.3.]11s1 opraHu3anuy 1eJI0NpOU3BOJCTBA MPUKA30M JAUPEKTOPA MIKOJIbI HA3HAYAETCs

OTBETCTBEHHOE JIUIIO. J|eonpon3BOACTBO BEAETCSI HA OCHOBAHUU MHCTPYKIUU 110 OPraHU3aluu

JIEJIONPOU3BO/ICTBA, YTBEPKICHHON AUPEKTOPOM IIKOJIbI. KOHTPOJIb 32 MOPSAIKOM €ro BeleHUs

BO3JIaraeTcsi Ha OTBETCTBEHHOTO 3a HH(OPMAIIMOHHYIO 0€30I1aCHOCTb.

5. Obecneyenue 0e3zonacHoctTu B lllkonbHOM nmopraJie

5.1. IkonpHBINA TOPTAT OTHOCHTCS K TPYIIIE MHOTOIIOJIb30BaTEILCKUX HH(POPMAIIMOHHBIX CHCTEM
C pa3HbIMU TpaBaMu goctymna. C yaeToMm ocoOeHHOCcTel 00padaTeiBaeMoi MHGOPMAITUH, CHCTEMA
COOTBETCTBYET TPEOOBAHUSIM, IPEABSBISIEMBIM JIeHCTBYIOIIMM B Poccuiickort denepanun
3aKOHOJATEIbCTBOM, K MH(POPMALIMOHHBIM CUCTEMAM, OCYIIECTBIISIOIUM 00pabOTKY NMePCOHATbHBIX
JTAHHBIX.

[IIkonpHBINA TOpTaNT 00eCreYnBaeT BOZMOXHOCTD 3aIIUTH HHPOPMAIIH OT MOTEPU U
HECaHKIIMOHUPOBAHHOTO JOCTYIIA Ha dTanax e€ rnepeiadd U XpaHeHusl.

Jlnst HacTpo#KH MpaB MOJIb30BaTeNel B CHCTEME CO3aHbl OTENbHbIE POJIU MOJIb30BaTENeH C
Ha3HAYCHHEM pa3pelIeHUi Ha BBITOJHEHUE OTACIBHBIX ()YHKITUH U OTPaHUYCHUH 110 JOCTYITY K
uH(popMmalnu, oopadaTeiBaeMoii B [lIkonsHOM mopTare.

5.2. PernmameHT oOIIMX OrpaHMUYEHUN A7 YYACTHUKOB 00pa3oBaTeIbHOTO Mpoliecca mpu padoTe co
«lIIxonbHBIM MOPTATIOM, 00ECTIEUUBAIOIICH MTPEIOCTaBICHUE Y CIIYTH.

5.2.1.YuactHuku 00pa3oBaTeNbpHOTO Mpoiiecca, uMmeronue qoctymn k [lIkonbHoMy mopranty, He
UMEIOT TIpaBa MepeiaBaTh MePCOHAIBHBIE JIOTHHBI U TTApOJIH JUTs BXoaa Ha [IIkombHBIH mopTan Apyrum
munam. [Tepenada nmepcoHaILHOTO JJOTHHA M TTAPOJIs I BXoa B [IIKOIBHBIN TOpTaI IPYrHM JTUIIAM
BJICUET 3a COOO0I OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHOAATENHCTBOM Poccuiickoit deaeparuu o
3aIUTE MePCOHATBHBIX JTaHHBIX.

5.2.2.Y4aactHuku 006pa3oBaTeNbHOTO Mpoliecca, umeromue noctyn k lllkoapHOMY moprany,
COOMIOAAI0T KOH(PHUICHITUAITBHOCTh YCIOBUHN JOCTYIIAa B CBOM TMYHBIN KaOMHET (JIOTWH U TIapOJib).

5.2.3.YuacTHuku 00pa3oBaTeNbHOTO Mpoliecca, umeromnue noctyn k llkonsHoMy noprany, B
cilyyae HapyIIeHUs: KOHQUISHIIMATbHOCTH YCIOBUHM 10CTYyIIA B JIMYHBIN KaOMHET, yBEIOMIISIOT B



Te4eHue He Oosiee YeM OHOro pabodero JHS CO AHS MOITYYeHUs HHDOPMALUK O TAKOM HapyIIeHUU
pykoBoautens OO, cinyx0y TexHuueckon noaepxku [lIkonpHOrO moprana.

5.2.4.Bce omnepauuu, Npou3BeICHHBIE YYaCTHUKAMU 00Pa30BaTeIbHOTO MPOIIecca, UMEIOIIUMHU
noctyn K [IkonmsHOMY MopTaity, ¢ MOMEHTa noxydeHus: nadopmarmn pykoBogutenaem OO u ciryx00ii
TEXHUYECKOH MOAIEPKKHU O HAPYIICHNH, YKa3aHHOM B MPEABIAYIIEM a03a1le, MPU3HAI0TCS
HEEWCTBUTEIbHBIMU.

5.2.5.1lpu npoBeaeHuun paboT 1o obecnedeHuto 6ezonacnoctu nHGopmaruu B LlkonpHOM noprane
y4acTHHKH 00pa3oBaTeNbHOrOo mpolecca, uMeronne goctyn K [lkonsHoMy nopraiy, o0s13aHbl COONIIOIATH
TpeboBaHus 3aKoHoaaTenbCTBa Poccuiickoit @enepannu B 001aCTH 3aIIUTHI IEPCOHATBHBIX JaHHBIX.

7. O cHCTeMHOM AJIMMHUCTPUPOBAHMH W  OOSI3AHHOCTAX OTBETCTBEHHOr0 3a
HHGpOPMALMOHHYIO 0€30[1aCHOCTh

7.1. 3amaum  CcBA3aHHBIE C MEpaMH CHUCTEMHOTO  aJAMHUHUCTPUPOBAHMS, OOECIEYMBAIOIIETO
UH(POPMALMOHHYIO 0€30IacCHOCTh SBISIOTCS YacThiO pabOTBl CHCTEMHOTO agMHHHCTparopa B MBOY
COIII Ne3.

7.2 s perienust 3a1a4 HHOOPMAIIMOHHON 0€30IaCHOCTH CHCTEMHBIN aIMUHUCTPATOP JOJDKEH:

7.3. Crneguth 3a coOnojgeHHeM TpeOOBaHUMN IO NAapoJbHOM 3alUTe, B TOM 4YHCJIE OCYLIECTBIATh
M3MEHEHHUE MapoJjeil 1o Mepe HeoOX0IMMOCTH (yTpaTa Maposisi, HOsBICHUE HOBBIX M0JIb30BaTENEH B CBSI3U
C U3MEHEHHUEM KaJpOBOr0 COCTaBa U Ip.);

7.4. ObecnieunBaTh (YHKIMOHMPOBAHUE IPOrPAMMHO-AMIAPTHOTO KOMIUIEKCA 3alIMTHI MO BHEIIHUM
IU(POBBIM JINHUSAM CBSI3H;

7.5. ObecnieunBaTh MEPOTNPUATHUS IO AHTUBUPYCHOM 3aIlMTe, KaK Ha YPOBHE CEPBEPOB, TaK U HAa YPOBHE
II0JIb30BaTEIICH;

7.6. OOecreunBaTh HOpMaJIbHOC (bYHKLII/IOHI/IpOBaHI/Ie CUCTEMBI PC3CPBHOTO KOIMUPOBAHUA.

8. AuTHBHpYCHas 3amATA

8.1. IIpaBuna mosb30BaHUs BHEUIHMMHU CET€BbIMU pecypcamu (HTepHeT, 3JeKTpOoHHas oYTa U
T.1.) OCHOBHBIM CIIOCOOOM TNPOHUKHOBEHHS KOMIIBIOTEPHBIX BHPYCOB Ha KOMIBIOTEp IOJB30BATENs B
HacTosIee BpeMs sBisieTcst IHTepHeT U AiieKTpoHHas 1o4Ta. B cBsi3u ¢ 3TUM He Jomyckaercst pabora 6e3
OpraHu3aIlii AaHTUBUPYCHOH 3alllUTHI. AHTUBUPYCHAS 3alIUTa OPTraHU3YyeTCsS Ha YPOBHE paOO4YMX CTaHIIUH
U cepBepa MOCPeACTBOM JIMIIEH3MOHHOT'O aHTUBUPYCHOTO MIPOIPAaMMHOI0 00ecieYeHusl.

8.2. OOHoBneHue 0a3pl HUCMHOIB3YEMOI0 AHTHBMPYCHOI'O MHPOTPaAaMMHOrO  oOecredeHus
OCYIIECTBIISIETCSI aBTOMAaTHYECKH HE peke 1 pasa B JICHb.

8.3:’ 3a CBOCBPCMCHHOC OOHOBJICHHE AHTUBUPYCHOT'O IMPOrpaMMHOTO oOecrieueHHs] OTBEYAET
CUCTCMHBIN aIMUHUCTPATOP.



